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In these uncertain and difficult times, criminals and 
fraudsters are opportunistically preying on the 
confusion and panic created by the pandemic, and 
looking to profit from the public’s desire to regain a 
sense of safety and security. 

Authorities like The Financial Action Task Force, The Federal Bureau of 
Investigation, The Financial Crimes Enforcement Network, Financial 
Conduct Authority and Interpol issued guidance for consumers on 
COVID-19 related scams, noting that scams may take many forms. They 
may relate to insurance policies, pension transfers, or high-return 
investment opportunities, including investments in crypto assets and 
furthermore scammers are sophisticated, opportunistic, persistent and very 
likely to target the vulnerable. Many regulators across the globe have also 
realised the challenges that banks and other financial institutions will face 
in anti-money laundering compliance. They have instructed financial 
institutions to stay cautious and suggested certain best practices to 
counter an expected surge in money laundering operations. 

As warned by the Financial Action Task Force (FATF), criminals and 
terrorists may seek to exploit gaps and weaknesses in national AML/CFT 
systems, under the assumption that resources are focused elsewhere. In 
pandemic times, common frauds include advertising and trafficking in 
counterfeit medicines and offering fraudulent investment opportunities. 

With surgical masks, sanitisers, personal protection products and other 
medical supplies in high demand, a number of fake shops, websites, social 
media accounts and email addresses claiming to sell these items have 
sprung up online. But instead of receiving the promised masks and 
supplies, unsuspecting victims have seen their money disappear into the 
hands of the criminals involved. With new technologies nowadays, there are 
also frauds which may be linked to malicious or fraudulent cybercrimes and 
fundraising for fake charities.

These frauds are unfortunately increasing globally, with criminals 
attempting to profit from the pandemic by exploiting people in 
urgent need of care.
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RECENT ACTS, REGULATIONS, RULES & GUIDELINES

COVID-19-RELATED FINANCIAL CRIME RISKS: FRAUDS & AML ISSUES

Acts / Regulations / Guidelines

Bank Of Mauritius Guidelines

Effective Date / Amendment Date

Financial Intelligence and Anti Money Laundering Regulations 2018 (As Amended)

United Nations (Financial Prohibitions, Arms Embargo and Travel Ban) Sanctions Act 2019

Anti-Money Laundering and Combatting the Financing of Terrorism and Proliferation
(Miscellaneous Provisions) Act 2019

The Covid-19 (Miscellaneous) Act 2020

October 2018  (Amended in May 2019)

May 2019

May 2019

May 2020

Acts and Regulations

MUR

Anti-Money Laundering And Countering The Financing Of Terrorism Handbook

Financial Services Commission Handbook
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Concerning the Banking sector, it is worth highlighting that 
as per the Mutual Evaluation Report (MER), no strategic 
deficiency was identified. The report clarifies that most 
banks applied standards which went over and above 
regulatory requirements. Moreover, as per National Risk 
Assessment (NRA 2019) the Money Laundering Threat for 
the banking sector has been assessed as High due to its 
exposure risk and vulnerabilities. However, the assessment 
noted that the vulnerabilities are mitigated by strong AML 
controls in place in the banking sector, both at market entry 
and through preventive measures. Therefore, the residual ML 
vulnerability for the banking sector is medium.

All relevant stakeholders, including the banking sector, will have to work together so as to 
ensure that we address these issues with the highest priority and to ensure compliance with 
the FATF Recommendations. Mauritius will have to demonstrate, as it has done several 
times in the past that, that it continues to operate by the highest standards of international 
good governance and regulatory framework.
 
The Mauritius Bankers Association issued a communique to clarify that no strategic 
deficiencies were identified in relation to the Banking sector, while the Ministry of Financial 
Services and Good Governance mentioned in its press release that the Government of 
Mauritius reiterates its high level political commitment to implement the action plan of the 
FATF at the earliest.  Furthermore, on 16 May 2020, the Financial Intelligence Unit has 
issued draft guidelines for consultation, to assist Attorneys, Barristers, Notaries, Jewelers 
and the Real Estate Sector in complying with their obligations under the FIAMLA.

01
demonstrating that the 
supervisors of its 
global business sector 
and DNFBPs 
implement risk-based 
supervision

02
ensuring the access to 
accurate basic and 
beneficial ownership 
information by 
competent authorities in 
a timely manner

03
demonstrating that Law 
Enforcement Agencies (LEAs) 
have capacity to conduct 
money laundering 
investigations, including 
parallel financial investigations 
and complex cases

04
implementing a risk based 
approach for supervision 
of its Non-Profit Organisa-
tion (NPO) sector to 
prevent abuse for terrorist 
financing (TF) purposes, 
and

05
demonstrating the 
adequate 
implementation of 
targeted financial 
sanctions through 
outreach and 
supervision.

The European Commission’s Anti-Money Laundering Package (‘the Commission’) of July 2019 highlighted a number of weaknesses in the EU's anti-money 
laundering / countering the financing of terrorism framework. To be able to address the issues highlighted, EU has worked an action plan to better enforce, 
supervise and coordinate the EU's rules on combating money laundering and terrorist financing. As one of their action points, the Commission has adopted a new 
list of third countries with strategic deficiencies in their anti-money laundering and counter-terrorist financing frameworks and Mauritius is included in this list.

This inclusion follows the Eastern and Southern Africa Anti-Money Laundering Group’s (“ESAAMLG”) 2018 Mutual Evaluation Report on the Anti-Money 
Laundering Framework in force in Mauritius, further to which Mauritius was placed on a list of ‘monitored jurisdictions’ by the Financial Action Task Force (“FATF”) 
in February 2020.  When FATF places a jurisdiction under increased monitoring, it means the country has committed to resolve swiftly the identified strategic 
deficiencies within agreed timeframes and is subject to increased monitoring. Mauritius therefore made a high-level political commitment to work with FATF and 
ESAAMLG to strengthen the effectiveness of its AML/CFT regime and work on the following pending actions points:
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IBL Ltd is the largest business group in
terms of revenue.
The group employs more than 26,000
highly skilled people.
Present in 22 countries and operating in
sectors such as: Agro, Commercial,
Building & Engineering, Industrial,
Innovation, Logistics, Financial Services,
Properties and Hospitality.
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Sixth largest bank in Canada and leading
bank in Quebec.
An integrated provider of financial services
to retail, commercial, corporate and
institutional clients.
Listed on the Toronto Stock Exchange.
Rated ‘A+’ by Fitch and ‘A’ by S&P.

Singapore based boutique impact investor
and family office with investments in
energy resources, agriculture, financial
services and unique properties.


